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Abstract

The rapid development of the Internet of Medical Things (IoMT) has driven the transformation of smart healthcare while
also triggering the generation and accumulation of massive amounts of sensitive health data, leading to increasingly severe
privacy and security risks. The core contradiction is that the construction of high-performance machine learning models
requires collaborative training of multi-party data, while privacy regulations such as GDPR and HIPAA strictly require
data localization, thus forming a "data island" dilemma. This paper aims to systematically sort out privacy protection
technologies in the IoMT field and focus on analyzing the solution path of Federated Learning (FL), a distributed machine
learning paradigm. FL relies on the "data does not move, model moves" mechanism, which only exchanges encrypted
model parameter updates instead of original data, and can achieve multi-party collaborative modeling while maintaining
patient privacy. Based on existing research, this paper points out that FL can achieve performance comparable to
centralized learning in medical scenarios (such as medical imaging diagnosis)??!, but its widespread application is still
subject to challenges such as considerable communication overhead and system heterogeneity. This paper analyzes that
although FL is an effective means to address the privacy and utility trade-off problem, its long-term development urgently
needs to be integrated with emerging technologies. For example, integrating blockchain can build a decentralized and
auditable trust mechanism!!l, thereby shaping a more secure, efficient, and scalable privacy protection framework for
Healthcare 5.0. This review clarifies the current state of technology and challenges, and looks forward to future trends, in
order to provide useful references for researchers and practitioners.
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1. Introduction

The rapid development of the Internet of Medical Things (IoMT) is profoundly reshaping the form of modern medical
services. At the same time, it also brings extremely difficult data privacy and security challenges!'®} Massive amounts of
sensitive physiological data are constantly being generated and circulated, making it a focus of cyber-attacks. The core
contradiction of the problem is that building high-performance machine learning models requires collaborative training
using data from multiple parties, while strict privacy regulations require data localization, ultimately leading to the "data
island" dilemmal*®l. To resolve this contradiction, federated learning has emerged as an innovative solution. This paradigm
circumvents the data sharing link by training the model locally and only exchanging encrypted model parameter updates
rather than the original data itself, thereby essentially reducing privacy risks?!. Studies have shown that federated learning
can achieve accuracy similar to centralized learning in medical diagnosis tasks. However, it still faces multiple challenges
such as large communication overhead, system heterogeneity, and model security”. At the same time,
lightweight encryption technology provides basic security protection for resource-constrained terminal devices®], and the
combination of blockchain and federated learning can introduce decentralized trust and auditability, further strengthening
the overall security of the system! 7], This review is dedicated to systematically sorting out the current application status
and challenges of federated learning in privacy protection of medical Internet of Things. Through the integration and
analysis of existing research, this article will analyze its technical advantages and inherent limitations and look forward to
its integration prospects with cutting-edge technologies such as blockchain, in order to provide theoretical support and path
reference for building the next generation of safe and efficient intelligent medical systems.

2. Background
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While the Internet of Medical Things (IoMT) is driving the development of smart healthcare, its
distributed architecture and data sensitivity also bring multiple privacy and security challenges. These threats run through
the entire life cycle of data collection, transmission, storage, and processing!®l. Its overall

architecture and multi-dimensional threat sources are shown in Figure 1.

Figure 1. IoMT privacy and security threat landscape across the data lifecycle

During the data collection and transmission phase, [oMT terminal devices face serious security threats. Wearable devices,
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implantable sensors, and other nodes often use low-power wireless communication technologies (such as Bluetooth and
ZigBee). Due to their limited computing resources, it is often difficult to deploy complex encryption schemes, making the
transmitted data vulnerable to eavesdropping and man-in-the-middle attacksPI®). Attackers can obtain unencrypted
physiological data through physical contact or remote penetration methods, and even tamper with monitoring results by
injecting malicious commands®l.

There are also significant risks in the data storage and processing links. Although the centralized data storage model is
easy to manage, once the cloud server is hacked, it will cause large-scale privacy data leakage!®. Traditional machine
learning training methods have inherent flaws: attackers can use membership inference attacks to determine whether a
patient belongs to the training set, or use model reverse attacks to reconstruct the original sensitive features!?!l°l. It is worth
noting that even if privacy protection technologies such as federated learning are adopted, malicious actors may still be
able to infer individual privacy by analyzing shared gradient information!?.

In addition to the technical aspects, the [oOMT system must also address compliance challenges. Regulations on medical
data protection vary from country to country, and compliance risks in cross-border data transmission are becoming
increasingly prominent[®. At the same time, management oversight within medical institutions may also lead to
unauthorized data access, further exacerbating the risk of privacy leaks.

In addition to the technical aspects, the [oMT system must also address compliance challenges. Regulations on medical
data protection vary from country to country, and compliance risks in cross-border data transmission are becoming
increasingly prominent!®l. At the same time, management oversight within medical institutions may also lead to
unauthorized data access, further exacerbating the risk of privacy leaks.

In summary, the IoMT system faces multi-level privacy threats, including technical implementation and operational
management. It is urgent to adopt a deep defense strategy and build a comprehensive privacy protection framework
covering the entire data life cycle.

The literature review for this paper was conducted through a systematic search of major academic databases, including
IEEE Xplore, PubMed, ACM Digital Library, and Scopus. The search focused on identifying peer-reviewed journal articles,
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conference proceedings, and reviews published primarily between 2018 and 2024. Key search terms and their combinations
included: "Internet of Medical Things" OR "IoMT", "federated learning", "privacy preservation", "blockchain",
"lightweight cryptography", and "healthcare". The selection criteria prioritized studies that addressed security and privacy
challenges in [oMT and proposed innovative solutions, particularly those involving federated learning and its integration
with other privacy-enhancing technologies. This methodology ensures that the analysis and conclusions presented in this
review are based on a comprehensive and relevant body of recent scholarly work.

3. Applications and Advantages of Federated Learning

Federated Learning (FL), an emerging distributed machine learning paradigm, offers an innovative solution for [oMT
privacy protection through the core principle of "data remains static, model remains dynamic." While its application in the
medical field demonstrates significant advantages, it also faces specific challenges.

3.1 Technical Principle and Working Mechanism

Federated learning uses a distributed model training architecture, where model training is completed on local devices and
only parameter updates are transmitted to achieve multi-party collaborative learning. Its typical process covers three core
stages: first, the central server distributes the initial global model to each participating device; then, each device uses local
data to train the model and generate parameter updates; finally, the server integrates the updates from each device through
a secure aggregation algorithm to generate an optimized global model!.

From the perspective of [oMT devices, the workflow of federated learning, especially the collaborative learning process
after integration with enhanced technologies such as blockchain and lightweight encryption, can be divided into the
following six key steps (as shown in Figure 2):
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Figure 2. Federated learning workflow with blockchain and lightweight encryption enhancements

Figure 2 illustrates the complete process of federated learning collaborative training in detail. The core of this process is
"data remains static, model moves". Taking a single [oMT device as an example, the process can be decomposed into the
following six steps: (1) Initial global model distribution: The server distributes the global model parameters to each device.
This step only transmits the model parameters and does not involve the exchange of original data. (2) Local model training:
The device uses its local private data to train the model. All sensitive data is strictly retained locally on the device,
effectively achieving data localization. (3) Encrypted model update upload: The device uses lightweight encryption (LWC)
or differential privacy (DP) technology to encrypt or add noise to the model update obtained from the training and then
uploads the secure update to the server. This link is the key to resisting model reverse attacks!?I}], (4) Secure aggregation:
The server aggregates the encrypted updates of multiple devices to generate a new generation of global models.
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(5) Distribute the new generation of global models: The device receives the performance-enhanced model for the next
round of training or local diagnosis, thereby effectively breaking the data silos. (6) Blockchain audit records (optional
enhancement): The server stores key operation records (such as updated hash values) in the blockchain network to achieve
the immutability and auditability of operations, significantly enhancing the credibility of the system[1][4]. By looping
through the above steps, collaborative intelligence is achieved without sharing the original data, fundamentally protecting
patient privacy.

3.2 The Value of Privacy Protection in loMT

In the context of the medical Internet of Things, the privacy protection value of federated learning is mainly reflected in
three aspects. First, by avoiding the collection of raw data, the risk of data leakage is greatly reduced, meeting the
compliance requirements of medical data protection regulations such as GDPR and HIPAA[!. Second, the distributed
architecture fundamentally eliminates the single point failure risk of traditional centralized storage and improves the overall
security of the system. Finally, by combining enhanced technologies such as differential privacy and homomorphic
encryption, FL can build a multi-level privacy protection system 26!, Empirical studies have shown that medical diagnosis
systems using the FL framework can maintain model performance comparable to centralized learning while ensuring data
privacy®l.

3.3 Application Cases and Performance Analysis

A study by Chamikara et al. demonstrated the successful application of FL in the diagnosis of diabetic retinopathy. Using
a distributed FL framework, the study collaboratively trained a deep learning model across multiple medical institutions,
ultimately achieving a diagnostic accuracy of 92%!?.. This case study demonstrates the practicality and effectiveness of FL
in medical image analysis. However, the study also exposed the challenges faced by FL systems, particularly the 47%
increase in communication overhead caused by cross-institutional collaboration, which significantly limits emergency
scenarios with high real-time requirements!?),

On the resource-constrained IoMT device side, lightweight FL algorithm optimization has become a key research direction.
With the help of technologies such as model compression, quantized transmission and asynchronous update, it is possible
to significantly reduce communication and computing overhead while maintaining model performance!®!. In addition, the
integration of federated learning and blockchain technology provides a new solution. The FBCI-SHS framework proposed
by Bhasker et al. records model update hashes and access logs through blockchain, ensuring the traceability of operations
while achieving 98.73% data security!!l.

3.4 Technical Advantages and Limitations

The advantages of using federated learning in IoMT mainly include ensuring data localization and meeting regulatory
requirements; supporting cross-institutional collaboration and breaking down data silos; and providing a scalable
distributed learning framework. However, its limitations cannot be ignored: high communication overhead restricts real-
time applications; device heterogeneity leads to reduced training efficiency; and privacy threats such as model reversal
attacks still need to be addressed™®!. These limitations point out the way for subsequent technological evolution and need
to be addressed through algorithm optimization and technology integration.

Federated learning, as one of the core privacy-preserving technologies in the Internet of Things (IoMT), faces numerous
challenges. However, its innovative architecture and privacy-preserving advantages make it a key driver of the
development of medical artificial intelligence. With improvements in computational efficiency and the continuous
refinement of privacy-enhancing technologies, federated learning is expected to play a key role in a wider range of medical
scenarios.

4. Challenges and Limitations

Although federated learning (FL) provides an innovative solution for IoMT privacy protection, it still faces many
challenges in its actual deployment.

4.1 Communication Efficiency Bottleneck

The distributed nature of FL inevitably brings significant communication overhead. Studies have shown that in medical
diagnosis applications, the communication overhead of FL may increase by up to 47%, which poses a serious constraint
for application scenarios with high real-time requirements!?. The main reasons for this problem include: model parameters
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need to be frequently transmitted in multiple iterations, consuming a large amount of bandwidth; network delays between
devices and servers directly affect aggregation efficiency; medical data usually has non-independent and identically
distributed (Non-IID) characteristics, requiring more communication rounds to achieve model convergence®. In
scenarios with extremely high timeliness requirements such as emergency monitoring, communication delays may directly
affect the diagnosis and treatment effect.

4.2 Model Security and Privacy Trade-off

Although FL avoids sharing raw data, it still faces security threats at the model level. Membership inference attacks and
model inversion attacks can infer sensitive features of training data by analyzing shared gradient information®. Even with
enhanced techniques such as differential privacy, a balance must be struck between the strength of privacy protection and
model utility: adding too much noise will reduce model accuracy, while insufficient protection will not effectively defend
against privacy attacks®!'®). In addition, FL systems are also at risk of model poisoning attacks, where malicious actors
may destroy global model performance through carefully designed model updates™.

4.3 System Heterogeneity Problem

The heterogeneity of IoMT devices poses significant challenges to FL systems. Devices in different medical institutions
vary significantly in computing power, storage space, and network connectivity'?. Resource-constrained devices may be
unable to complete complex local training tasks, and performance differences between devices lead to a "short board
effect." The uneven distribution of medical data complicates model training, and differences in data quality and quantity
across devices can lead to model bias!®.

4.4 Management and Compliance Challenges

FL also faces management and compliance limitations in the healthcare sector. Different regions have different regulatory
requirements for medical data management. How to achieve effective FL while meeting regulations such as GDPR and
HIPAA has become a complex issuel®l. Data sharing agreements and trust mechanisms between medical institutions need
to be further improved, and the audit and accountability mechanisms of FL systems are not yet mature. Establishing a
sound quality control system and accountability mechanism is a prerequisite for the large-scale application of FL.

5. Future Trends and Outlook

With the continuous evolution of medical IoT technology and the growing need for privacy protection, the application of
federated learning in the IoMT field is showing a diversified development trend. This chapter will explore the future
development direction of federated learning in the field of medical privacy protection from three perspectives: technology
integration, architectural innovation, and standardization.

5.1 Architecture Innovation and Algorithm Optimization

Lightweight federated learning algorithms are bound to become a key area of exploration. Given the resource-constrained
nature of IoMT devices, future research will focus on developing more efficient model compression and transmission
optimization technologies. By introducing strategies such as knowledge distillation, quantized training, and selective
parameter updates, communication overhead and computational complexity can be effectively reduced?). In addition, the
asynchronous federated learning framework is expected to alleviate the problem of device heterogeneity, allowing devices
with different performance to participate in model updates at different frequencies, thereby improving overall training
efficiency [°!. These innovations will not only help break through the performance bottleneck of existing FL systems but
will also expand their application potential in high-real-time medical scenarios.

5.2 Technology Integration and Collaborative Development

The deep integration of blockchain and federated learning will become an important evolutionary trend. The FBCI-SHS
framework proposed by Bhasker et al. demonstrates the great potential of blockchain technology in enhancing the security
of FL systems. By recording model update logs in a distributed ledger, it achieves 98.73% data security and auditability!l.
Future research will focus on the exploration of lightweight blockchain solutions, such as the lightweight blockchain-
empowered protocols for federated edge learning!”), to overcome the performance limitations of traditional blockchains.
At the same time, the combination of privacy computing technologies such as secure multi-party computing (SMPC) and
homomorphic encryption with FL will build multiple privacy protection barriers and provide more comprehensive security
for medical dataI[¢],
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5.3 Standardization and Ecosystem Construction

Interdisciplinary collaboration and standardization will be key to promoting the large-scale application of FL in the medical
field. In the future, it is urgent to establish a unified evaluation standard and benchmarking framework to objectively
measure the comprehensive performance of different FL solutions in terms of privacy protection strength, model
performance, and system efficiency!®. Recent comprehensive reviews have further emphasized the critical need for such
standardization efforts in smart healthcarel®l. At the same time, medical institutions, technology providers, and regulatory
authorities need to jointly formulate data sharing agreements and cooperation norms to solve the management and
compliance problems in cross-institutional collaboration. These efforts will promote the healthy development and
standardized application of FL technology in the medical field and lay a solid foundation for building a safe and reliable
intelligent medical system.

6. Conclusion and Outlook

This study systematically explores the application value and development prospects of federated learning in privacy
protection of the medical Internet of Things. Analysis shows that federated learning effectively alleviates the inherent
contradiction between medical data utilization and privacy protection through a distributed architecture of "data is fixed,
model is dynamic", and shows significant advantages in key areas such as medical imaging diagnosis®?!. However, it must
be recognized that issues such as communication overhead, model security, and system heterogeneity still restrict its
widespread application!2'6],

Technological integration is becoming an important development direction. Blockchain technology provides a trusted audit
mechanism for federated learning!'l*, while lightweight encryption and differential privacy technologies jointly build a
multi-level protection systemPI®). The collaborative innovation of these technologies will strongly promote the in-depth
application and implementation of federated learning in the medical field.

Future research should focus on standardization and interdisciplinary collaboration. It is particularly important to establish
unified evaluation standards, formulate comprehensive data sharing specifications, and effectively address compliance
challenges!®l. By continuously optimizing algorithms and innovating technical paths, federated learning is expected to
provide solid support for building a safe and reliable intelligent medical system, ultimately achieving the dual goals of
deep data value mining and privacy security protection.
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