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Abstract

This article focuses on the dynamic selection strategies of encryption algorithms under the framework of deep learning.
Firstly, the current development status of deep learning and the security challenges it faces were expounded, emphasizing
the crucial role of encryption algorithms in ensuring the security of deep learning data. Then, common encryption
algorithms are classified and introduced, and their characteristics and applicable scenarios are analyzed. An in-depth
discussion was conducted on multiple factors influencing the dynamic selection of encryption algorithms, including data
characteristics, computing resources, and security requirements. On this basis, a dynamic selection strategy for encryption
algorithms based on multi-factor comprehensive evaluation is proposed. The architecture design, selection process and
decision-making mechanism of this strategy are elaborated in detail. Finally, the optimization direction and future
development trend of the dynamic selection strategy were prospected.
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1. Introduction
1.1 Research Background

Deep learning, as an important branch of artificial intelligence, has achieved rapid development in recent years. By
constructing multi-layer neural network models, it can automatically learn features and patterns from large amounts of
data, demonstrating outstanding performance in numerous fields such as image recognition, speech recognition, natural
language processing, and intelligent recommendation ', For instance, in medical imaging diagnosis, deep learning models
can quickly and accurately identify lesion features, assisting doctors in disease diagnosis. Research shows that the accuracy
rate of deep learning algorithms in breast cancer detection tasks can reach or even exceed that of professional radiologists
(21, In the field of financial risk control, deep learning can analyze a large amount of transaction data and promptly identify
potential risks. Some research indicates that credit scoring models based on deep learning can predict the default probability
of borrowers more accurately compared to traditional models I,

However, the development of deep learning also faces many security challenges. Deep learning models need to handle a
large amount of sensitive data during the training and application process, such as users' personal information and
enterprises' business secrets. Once these data are leaked or tampered with, it will cause huge losses to users and enterprises.
For instance, in 2017, Equifax suffered a data breach incident, which led to the leakage of personal information of
approximately 143 million American consumers, including names, Social security numbers, and dates of birth. This
incident posed a serious security risk to consumers and also left the company facing huge legal compensation and
reputation damage. Meanwhile, deep learning systems are also vulnerable to various attacks, such as adversarial sample
attacks and model theft attacks. Adversarial sample attacks cause deep learning models to produce incorrect classification
results by adding carefully designed tiny perturbations to the raw data. Research has found that even well-trained deep
learning models are vulnerable to being deceived by adversarial samples ). Model theft attacks attempt to interact with
the target model to steal its structure and parameters, thereby constructing a similar model and bypassing the security
mechanisms of the target model. This type of attack poses a serious threat to the intellectual property protection of deep
learning models [,

1.2 Research Significance

Encryption algorithms are one of the core technologies for ensuring data security. It encrypts the data, converting plaintext
into ciphertext, making it impossible for unauthorized users to obtain the true content of the data. Under the framework of
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deep learning, choosing an appropriate encryption algorithm is of great significance for protecting data security. However,
different encryption algorithms have different characteristics, such as encryption strength, computational complexity, key
management, etc. A single encryption algorithm often fails to meet the security requirements of deep learning in different
scenarios. For instance, in some scenarios with high real-time requirements, such as the real-time decision-making system
of autonomous vehicles, it is necessary to select encryption algorithms with lower computational complexity to ensure
rapid data encryption and decryption without affecting the real-time performance of the system [7). In some scenarios with
extremely high security requirements, such as financial transaction systems, it is necessary to choose encryption algorithms
with higher encryption strength to prevent data from being stolen or tampered with 1. Therefore, studying the dynamic
selection strategy of encryption algorithms under the deep learning framework and automatically choosing the most
suitable encryption algorithm based on the actual situation can enhance the security and performance of deep learning
systems and promote the healthy development of deep learning technology.

2. Introduction to Common Encryption Algorithms
2.1 Symmetric Encryption Algorithm

Symmetric encryption algorithms refer to encryption algorithms that use the same key for both encryption and decryption.
Common symmetric Encryption algorithms include Data Encryption Standard (DES), Triple DES, Advanced Encryption
Standard (AES), etc. DES is an early symmetric encryption algorithm that uses a 56-bit key to encrypt 64-bit data. Due to
its relatively short key length, its security has gradually been threatened and it is now rarely used alone. 3DES is an
improvement on DES. By using three different keys to encrypt data three times, it enhances the encryption strength.
However, the encryption speed of 3DES is relatively slow and its computational efficiency is not high. AES is a widely
used symmetric encryption algorithm at present, supporting three key lengths: 128 bits, 192 bits and 256 bits. AES has the
advantages of fast encryption speed, high security and simple implementation, and is suitable for scenarios where large
amounts of data need to be encrypted.

2.2 Asymmetric Encryption Algorithm

Asymmetric encryption algorithms refer to encryption algorithms that use different keys for encryption and decryption,
typically including public keys and private keys. Common asymmetric encryption algorithms include RSA, ECC (Elliptic
Curve Cryptography), etc. RSA is an asymmetric encryption algorithm based on the difficulty of large number factorization
and has a relatively high level of security. RSA can be used in scenarios such as digital signatures and key exchanges, but
its encryption and decryption speeds are relatively slow and its computational complexity is high. ECC is an asymmetric
encryption algorithm based on elliptic curve mathematical problems. Compared with RSA, ECC can provide the same
security strength at a shorter key length. It has the advantages of small computational load, fast processing speed, and less
storage space occupation, and is suitable for resource-constrained environments.

2.3 Hash Algorithm

A hash algorithm is an algorithm that maps data of any length to a fixed-length hash value. Common Hash algorithms
include MD5 (Message-Digest Algorithm 5), SHA-1 (Secure Hash Algorithm 1), SHA-256, etc. MDS5 was once a widely
used hash algorithm, but due to its security vulnerabilities and vulnerability to collision attacks, it is no longer
recommended for security-sensitive scenarios at present. SHA-1 is an improvement on MD5, but it has also been found to
have security weaknesses and is gradually being replaced by more secure hash algorithms. SHA-256 is one of the SHA-2
series algorithms, featuring high security and the ability to generate 256-bit hash values. It is commonly used in scenarios
such as data integrity verification and digital signatures.

3. Factors Affecting the Dynamic Selection of Encryption Algorithms

When choosing an encryption algorithm, multiple factors need to be comprehensively considered. Firstly, there are data
characteristics. Different data sensitivities lead to different choices of encryption algorithms. For highly sensitive data such
as bank card numbers and passwords, high-strength encryption algorithms like AES-256 or RSA should be selected. For
non-sensitive data such as public statistics, low-intensity algorithms can be selected to reduce computational overhead.
The size of the data volume also affects the choice of algorithms. When dealing with large amounts of data, symmetric
encryption algorithms such as AES have more advantages due to their high speed. When the data volume is small,
asymmetric encryption algorithms can also be considered. In terms of data format, when encrypting multimedia data such
as images and audio, it is necessary to pay attention to the impact of algorithms on the data format to avoid the situation
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where the data cannot be played or displayed normally after encryption. Some algorithms can change the format, while
others can keep it unchanged.

Computing resources are also an important consideration. In terms of computing power, the operating platforms of deep
learning systems vary, and so do their computing capabilities. The server has strong computing power and can choose
encryption algorithms with high computational complexity to enhance security. If the computing power of mobile devices
is limited, algorithms with low complexity should be selected to ensure real-time performance and performance. In terms
of memory resources, the operation of encryption algorithms requires memory. For instance, RSA has a high memory
demand when performing large number operations. When choosing an algorithm, system memory should be taken into
account to prevent performance issues or encryption failures due to insufficient memory. In terms of energy consumption,
mobile devices or embedded systems are sensitive to energy. Some encryption algorithms are complex in calculation and
consume a lot of energy, while others are relatively energy efficient. The appropriate algorithm should be selected based
on the energy supply situation.

Security requirements cannot be ignored either. The security level requirements vary depending on the application
scenarios. Scenarios such as financial transactions and medical data storage have high security requirements, and
encryption algorithms that can resist advanced attacks should be selected. For ordinary social and entertainment
applications with low security requirements, it is sufficient to select algorithms that basically meet the needs. Different
attack types and threat models require different response strategies. If the system is at high risk of man-in-the-middle
attacks, an asymmetric encryption algorithm with digital signature and key exchange functions should be selected to ensure
communication security. If it is vulnerable to brute-force attacks, choose an algorithm with a long key and high encryption
strength. In addition, certain industries and fields have laws, regulations and standards that impose requirements on data
encryption. For instance, the financial industry must comply with financial data security standards, and the medical
industry must follow medical data protection regulations. When choosing an encryption algorithm, it is essential to ensure
compliance with relevant regulatory requirements. In conclusion, only by comprehensively weighing these factors can the
most suitable encryption algorithm be selected to ensure data security.

4. Dynamic Selection Strategy for Encryption Algorithms Based on Multi-factor Comprehensive
Evaluation

4.1 Strategy Architecture Design

The dynamic selection strategy consists of data collection, factor evaluation, algorithm library and decision-making
module. The data acquisition module collects data related to the selection of encryption algorithms, covering aspects such
as data characteristics, computing resources, and security requirements. The factor assessment module evaluates and
analyzes the collected data according to preset standards and weights, and scores each factor. For instance, data sensitivity
is classified into three grades - high, medium, and low - based on the degree and assigned points. The algorithm library
stores common encryption algorithms, including symmetric, asymmetric encryption algorithms and hash algorithms, etc.
Each algorithm has detailed parameters and performance indicators. The decision-making module selects the most suitable
encryption algorithm based on the factor evaluation score and in combination with the algorithm performance indicators
using the decision-making algorithm.

4.2 Selection Process

During the data collection stage, the data collection module collects relevant data from the deep learning system. When
conducting factor assessment, the factor assessment module evaluates the collected data and calculates the scores of each
influencing factor. In the algorithm matching stage, the decision-making module screens the encryption algorithms that
meet the conditions from the algorithm library based on the factor evaluation scores. In the decision-making selection
process, the decision-making module uses decision-making algorithms to comprehensively evaluate the screening
algorithms and selects the one with the highest score. Finally, in the encryption implementation stage, the selected
encryption algorithm is applied to the data encryption processing of the deep learning system.

4.3 Decision-making Mechanism

The weighted scoring method assigns weights to each influencing factor to reflect its importance in the selection. Calculate
the comprehensive score of each encryption algorithm based on the factor evaluation score, and select the one with the
highest score. If the weight of data sensitivity is 0.4, the weight of computing power is 0.3, and the weight of security level
requirement is 0.3, and the scores of the three items of a certain algorithm are 80, 70, and 90 respectively, the
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comprehensive score would be 80%0.4 + 70x0.3 + 90x0.3 = 80. The Analytic Hierarchy Process (AHP) decomposes the
problem into objective, criterion and scheme layers, builds a judgment matrix, calculates the weights of factors and the
relative priorities of algorithms, and selects the algorithm with the highest priority.

5. The Optimization Direction and Future Development Trend of Dynamic Selection Strategies
5.1 Optimization Direction

Constantly optimize the assessment criteria and algorithms of the factor evaluation module to enhance the accuracy of
evaluating various influencing factors. For instance, by adopting more precise data collection methods and more scientific
evaluation models, the results of factor assessment can better reflect the actual situation. Enable the dynamic selection
strategy to better adapt to the changes of deep learning systems. Deep learning systems may change along with the
development of business and the update of technology, such as the increase in data volume and the upgrade of computing
resources. The dynamic selection strategy should be able to sense these changes in a timely manner and automatically
adjust the selection of encryption algorithms. Under the premise of ensuring the accuracy of selection, the complexity of
the decision-making module should be reduced as much as possible to improve decision-making efficiency. Some
optimization algorithms and simplified models can be adopted to reduce computational load and time consumption in the
decision-making process.

5.2 Future Development Trends

With the development of quantum computing technology, traditional encryption algorithms are facing the risk of being
cracked. Future dynamic selection strategies need to take into account the impact of quantum computing on encryption
algorithms, and introduce quantum encryption algorithms or post-quantum encryption algorithms to ensure the security of
deep learning systems in the quantum era. By leveraging artificial intelligence technologies such as machine learning and
deep learning, the intelligent dynamic selection of encryption algorithms can be achieved. Through the learning and
analysis of a large amount of historical data, the intelligent decision-making module can automatically adjust the decision-
making strategy, improving the accuracy and efficiency of encryption algorithm selection. Deep learning systems typically
run on multiple different platforms, such as cloud computing platforms, edge computing platforms, etc. The future dynamic
selection strategy needs to have good cross-platform compatibility and be capable of dynamically selecting and uniformly
managing encryption algorithms on different platforms.

6. Conclusion

This paper studies the dynamic selection strategy of encryption algorithms under the framework of deep learning. Firstly,
common encryption algorithms and their characteristics were introduced, and multiple factors influencing the dynamic
selection of encryption algorithms were analyzed, including data characteristics, computing resources and security
requirements, etc. On this basis, a dynamic selection strategy for encryption algorithms based on multi-factor
comprehensive evaluation is proposed. The architecture design, selection process and decision-making mechanism of this
strategy are elaborated in detail. Finally, the optimization direction and future development trend of the dynamic selection
strategy were prospected. By dynamically selecting the appropriate encryption algorithm, the security and performance of
deep learning systems can be enhanced, providing a strong guarantee for the wide application of deep learning technology.
In the future, with the continuous development of technology, the dynamic selection strategy of encryption algorithms will
be constantly improved and optimized to address increasingly complex security challenges.
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